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About Open Vision Pro

1.1 About the Open-Vision Pro

A Powerful management utilities are important for administrators to monitor and manage all
devices on the local network. ORing is proud to launch Open-Vision pro, a powerful network
management utility suite. Open-Vision pro provides a
new operating interface and introduces a WEB-style
management interface. You no longer need to install
complex The suite can be used normally as long as
there is a WEB Browser. Moreover, it further integrates
the Cyber SIEM security detection function, allowing

users to master security information to ensure the

stability and reliability of the local network.

1.2 System environment

Minimum System Requirements
B Intel Core i5 (or above)
B VGA Monitor with 1024 x 768 resolution
B 4 GB RAM (recommended 8GB and above)
B Microsoft Edeg / Google Ghrome (64bit)
Supported Network Protocols
B SNMPv1/2

B SNMPv3
m LLDP
B |CMP ping

Operating System
B Windows 10

[ | Windows 11
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1.3 Install Open-Vision

Please see the following instruction to install New Vison Pro

Step 1
Download the latest setup file from website
When the download is finished, open the folder where the file is located.

® New-Vision-Setup_v1.0.7.exe

ORing Industrial Networking Corp.. ..o,
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Step 2

Execute the New-Vison-setup EXE file to start the installation.
Select [lI accept the agreement] and click [Next] to continue.

|—\L_=, Setup - Mew Vision Pro Client version 1.0.7 - x

License Agreement

Please read the following important information before continuing. (;ﬁl
o

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

This is the LICENSE file for New Vision Pro.

@ I accept the agreement
(21 do not accept the agreement

Step 3

Click [Next] to continue setup process.

r\L_e, Setup - New Vision Pro Client version 1.0.7

Information

Plzase read the following important information before continuing. (o

When you are ready to continue with Setup, dick Next.,

Mew Vision Pro Fast Installation

After reading the instructions, please dick Mext” to proceed with the installation.

ORing Industrial Networking Corp



ORing

Open-Vision Pro User’s Manual

Step 4
Click on [Next] to install the Open-Vision on default directory. Click
[Browse] to change the path of installation, then click on [Next] to continue.

I'i’l Setup - Mew Vision Pro Client version 1.0.7 - *

Select Destination Location
Where should Mew Vision Pro Client be installed? S

| [] Setup will install New Vision Pro Client into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

|C: \Program Files (x86)Mew Vision Pro Client| Browse. ..

At least 1.28 GB of free disk space is required.

Step 5
Check the box if a desktop shortcut is preferred, then click [Next] to
continue.

chy Setup - New Vision Pro Client version 1.0.7 — X

Select Additional Tasks
Which additional tasks should be performed? &

Select the additional tasks you would like Setup to perform while installing Mew Vision Pro Client, then dick
Mext.

Additional shortcuts:
ID Create a desktop shortcut I

ORing Industrial Networking Corp.. ..o, 5
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Step 6

Click on [Install] to start the installation.

I'“L_TI Setup - Mew Vision Pro Client version 1.0.7 - bt
Ready to Install =
Setup is now ready to begin installing Mew Vision Pro Client on your computer. (0\?\/]
W

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location:
C:\Program Files {x86)Mew Vision Pro Client

Additional tasks:
Additional shortouts:
Create a desktop shortcut

Back Install Cancel

Step 7
After the installation is finished, please read the information and click
[Next] to continue.

ol

Information =
Please read the following important information before continuing. (@i
o

When you are ready to continue with Setup, didk Next.

installaﬁon completed successfully.

Copyright ORing Industrial Metworking Corp. All Rights Reserved.

ORing Industrial Networking Corp.. ..o, 6
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Step 8.

Check the box if launching New Vision Pro automatically after closing this
window is preferred. Click [Finish] to close the Setup Wizard.

|—~L_=| Setup - Mew Vision Pro Client version 1.0.7
Completing the New Vision Pro Client
Setup Wizard

Setup has finished installing Mew Vision Pro Client on your computer. The
application may be launched by selecting the installed shortouts.

Click Finish to exit Setup.

I Launch Mew Vision Pro Client I

ORing Industrial Networking Corp.. ..o,
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1.4 Configuring PC network interface card

Please set the PC’s IP address and subnet mask as the switch you wish to

connect.

Internet Protocol (TCP/IP) Properties @

General

You can get P settings assigned automatically if vour network supports this
capability. Otherwise, you need to ask your network administrator for the

appropriate IP settings.

() Obtain an IP address automatically

(@) Use the following IP address:

IP address: | 192 . 168 . 10 . 66
Subnet mask: | 256 . 285 . 265 . O
Default gateway: | 192 . 168 . 10 . 254 ]

(@) Use the following DNS server addresses:
Preferred DNS senver:

Alternate DNS senver:

I OK l [ Cancel ]

If there’s two swich in different subnet, user will need to add in both subnets
into the NIC.

ORing Industrial Networking Corp.. ..o,
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Main Function

2.1 Start OPEN VISION Pro

Please double click OPEN VISIO ICON

Wait few sec , open vison servcie will wokring . please copy the URL , paste to
any Web browser. (use HTTPS )

1 @ Web Starter — O >

Web service is working ...

https://localhost:5000/web I copPy

ORing Industrial Networking Corp..... ... 9
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Pelase click “ Advanced”

v~ Privacy error X aF

= m} X
€« G @ O Notsecure htpsy/localhost:5000/web T e 0 0
O EpETERE [ #EEg #r2s [ =t () MNessusEssentials /™% Redmine %5 The Simpleweb - » 3 All Bookmarks
Your connection is not private
Attackers might be trying to steal your information from localhost (for example,
passwords, messages, or credit cards). Learn more about this warning
MET=ERR_CERT_AUTHORITY_INVALID
Q Turn on enhanced protection to get Chrome's highest level of security
“* “* “*
Next select “ proceed to localhost(unsafe), start “OPEN VISON Pro
< cC M © Notsecure  bipsy/localhost5000/web ¥ T e 0
D EpgsETEsEr O £Esr [ 525 [0 =% () NessusEssentials /.. &% Redmine S The Simpleweb -.. » (]
Your connection is not private
Attackers might be trying to steal your information from localhost (for example,
passwords, messages, or credit cards). Learn more about this warning
NET:ERR_CERT_AUTHORITY_INVALID
Q Turn on enhanced protection to get Chrome's highest level of security
This server could not prove that it is localhost; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.
Proceed to localhost (unsafe)
ORing Industrial Networking Corp..... ... 10
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2.2 Register

When logging in for the first time, the user must create a login account. The
system wizard will guide you through this step..

Notes : Password must contain at least one uppercase letter [A-Z], one lowercase letter [a-z], one

number[0-9], and one special character[@$!%#**()?+=& ]

Welcome to Open Vision 5.0

Please start creating youwr onfy Admin acosunt Rermember, once you established
successiully, the User ID cannot be medified

User ID
Password (G ]

Confirm Password @

ORing Industrial Networking Corp.. ..o, 11
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2.3 Login /Logout

After successful registration, You will first come to the pilot screen to start a
new project or choose to start an old project.

Login

if want logout the account , can click below icon , logout option .

&2 Account

o= License
M Model
X Settings

ORing Industrial Networking Corp.. ..o, 12
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2.4 Dashboard

On the main screen of the dashboard, you can see three functions
themedTabs: TopologyView, Host Monitor and CyberSIEM

v [ OpenVisionPro * + - m} *

&« C m © Notsecurs  hittpsi/localhost:5000/w.. & B & % R ) &, o‘

Topology View Traffic Monitor CyberSIEM Host Monitor Commander V 9
Add file

ORing Industrial Networking Corp.. ..o, 13
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2.5 Topology View

Open the project and import to create a new project, Topographic
observations are all included in this function.itch.

Project Creation and Editing Process
ClickAdd file Open the project management interface as follows
Create new project& Import project(Red box mark)

Start Recent

i e F e L ]

| ors-ie vaarn
A 1R

Export project, Edit project, Remove project

Start Recent Deseription

3] Faw Fig Hara

ORIing Industrial Networking CoOrp.........cuiuie e 14
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Create new project process
1. After completing the login process, Enter the navigation

Start Recent

Ehl’h T

& impart File

2. point New File to add a new project

File Settings

File Marme
Creation Date

Date Modified

prite deccription for your project file

Back Mext

ORIing Industrial Networking CoOrp.........cuiuie e 15
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3. After completing the description, point Next to set up the project
environment, Device On the surface, it mainly provides user settings in the
project.IP group

Device

P

From Ta

192.168.3.150 | 192.168.3.152

Search List

O e

192.168.3.1 50 (1G5-91 68GF)
192,166,315 (1GFE-30420F-24Y)

THZ.168.3,152 (IGP5-H0426P-24V)

ORIing Industrial Networking CoOrp.........cuiuie e 16
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4. Device There are two retrieval modes, one is singleip, The other is range
search

Device

P

bl -]
192.168.3.150 | 192.168.3.152 I

Search List Device List

O e P

192.168.3.1 50 (1G5-91 68GF)
192,166,315 (1GFE-30420F-24Y)

THZ.168.3,152 (IGP5-H0426P-24V)

ORIing Industrial Networking CoOrp.........cuiuie e 17
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5. Search List Devices scanned according to settings for this current uselP,
Device List Device to save settings for the projectIP,

Check the box you want to joinDevice List of devices and click onAdd to add
device, When finished pressNext

Device

IP
192.168.3.150

192.168.3.150

192 m

Search List Device List

IP IP

T9E.168.3.150 (IG5-91680F)

T9L168.3.137 (IGPS-9042GP-24V)

T9E16E.3.152 (HGPS-I042GP-24V)

ORIing Industrial Networking CoOrp.........cuiuie e 18
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6. Enter Topology Preview screen, Tool field functions:

® Remove All Edges : Clear the line segment relationships of the current
topology, Refers to the remaining device nodes

® Save File: Contains the relationship between equipment nodes and line
segments of the current topology

® Refresh: Immediately refresh the topology information

® Polling / Edit : Switch to edit mode to manually adjust node
coordinates(X.Y)

® Working mode switch: Deployment/ Collapse the device tree diagram on
the left.

® Finish: After clicking, the current relationship between equipment and line
segments will be saved first and then closed.

WEEM

Topology Preview

SN W Serowe A i | | B Fle - m T I:

o T T bepd oy
o wars heping 1ot

Bach

I;I 1

ORing Industrial Networking Corp.. ..o, 19
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After dragging the device location, Remember to pressRecord Changes To
record the currently changed topogram

Topology Preview

W Remowe 81 Edpes B Save Fie Retresh | | Poling n 'H
Ratond Clasgu
i &
v ’
I Wik e Topabagey

yird i P 1ed T

ORIing Industrial Networking CoOrp.........cuiuie e 20
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Map Tools

Map extension toolbar (from right to left in order as follows)

® Previous and back buttons: will perform operations based on the recorded
XY coordinates when changing device nodes.

® Magnifying glass : ZOOM IN, ZOOM OUT

® Center alignment button : The screen will automatically align with the
center node position of the topology

® Screen center button : will automatically focus the entire topography to the
center of the canvas

Topology Preview
il W Remowvw A1 Edps: B SaveFie Bstresh Poiing m I=

HEtor] Lhasgsr

‘e’

I Wik Uiwa Topabagry

e i b 1o

ORing Industrial Networking Corp.. ..o, 21
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Device(Node) — Device Menu
Right click on the extension device to see the option menu

Refresh m Edit ASD B

Ports status: Jump to HostMonitor page

Fortigate Info: Jump to CyberSIEM page

Open in web: Open the login screen of the current device router
Event log in web: Open the Event Log of the current device route
Add Widget: Add device node

ORing Industrial Networking Corp.. ..o, 22
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System log
After clicking, the system log form will pop up.

Refresh Edit

0 System Log

B Claas Log d. Expsort as CSW

Q% seue ]

Date Target Type  deszrgmon Severity  stabus
H24-08-15 182334 T2 1883150 dewice |GetPoriType| Request timed oul Thigh affine
WI400-15 18234 VIRIGEIIEE device  [GetPorWingiiatus| Requesttimedoult high oM
H124-08-15 182324 1218831583 dewice |GEN1“’I’TI;\9.I1LB| Request Bmed out thigh offine
W0400-15 182314 HRISEIIS  device  [CetPortWwngitaius| Requesttimedout high oM
H24-08-15 1824 121883150 device [GetPorTWrngiaslus| Reguest limed oul tgh affine
H124-08-13 182333 THEZ 1883158 dewice |GetPortSiatStee] Request timed out Thigh afine
20240015 182333 VRISEIIS0  device  [CetPortiiatStase) Fequest timed oul high L
HI24-08-13 182333 b FRL ERE"] device |[GetPoriSatsLete] Request timed oul high ofine
Hi24-08-158 121X 152 188 5,153 dewice |CGetPoriSintState] Request timed oul lhigh affine
20240015 182333 VRIGAIS0  device  [SetTogelogy] Requeet timed out high aMfiee
H24-08-13 182312 192188 3,152 devioe |GetTogsslogyl Request limed oul thigh ofine
H24-08-13 T2 TE TR ISR 515 [ |Gt Tegslogy) Pequeat T oul Thigh e
L 2 | i 3 -~ % ¥

® (Clear Log: Clear current log
® Exportas CSV: Replace the current system log withcsv Format export

ORIing Industrial Networking CoOrp.........cuiuie e 23
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Working mode window switching
After clicking, the system log form will pop up.

(2

Refresh | ([EL Ecit O

.t

!
|

ORing Industrial Networking Corp.. ..o, 24
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Devices (IP + Device status )

® Gray light signal : Device offline

® Green light : Device online

Click on the item and the device will show a fluctuating state in the map on the

right.

W Rermove &l Edges | @ Save File

~ Ch Dwvices i4)
I = 192.168.3.150
R AL Y

= 192.168.3.153
o= 19216030154

- {f Edges (3)
+» 192.160.3.152 [4] == 192.166.3.150 [8] @
3 1921603154 [19 <= 1921683150 7] @
3 1021603 150 (5] <= 1921683152 [1] @

1920068,3. 150

Edges (AIP +[ A Port] <->B IP + [B Port] )

Click on the eye to view the historical events of the line segment

Click on the item and the line segment will appear in a flowing state in the map
on the right.

W Remove All Edges | B Sawe File

= [0 Devices (4)
o 192,168,2.150

o= 192.168.3.152

@ 192,168,3153
o 1827683154
= It Edges(3)
% 192,168.3.152 [4] == 1920823150 [8] ©
| 5 192,168.2.154 [15] <= 192.168.3.150[7] @
or 10210881000 <> TIZ10E 10011 &

ORing Industrial Networking Corp.. ..o, 25
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Notification
Disconnection event notification, Abnormal traffic notifications will be displayed

with a small bell here.

Polling

Refresh

& Disconnection Event

Search.

192.160.3.152 |4] > 192.168.2.150 (8] @
152.168.3.154 [15] <= 1921683150 [T] @

192 1683150 5] <-> 192.168.3153 [1] @

ORing Industrial Networking Corp
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Notification — Detail

Item comes in two colors

® Red: The current line segment is detected as disconnected

® Yellow : The connection has been disconnected before, and the
connection has been restored. You need to clear and confirm the

disconnection event.

Click the eye icon to view the event history for this connection

A Disconnection Event

New Event History Event

[2024-08-15 17:55:23] -» disconnect

ORIing Industrial Networking CoOrp.........cuiuie e 27
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How to clear exception warnings for line segments?
This is when a disconnection event is currently detected (the default

disconnection warning will appear in red)

Topolagy View Host Manitor CyberSIEM e

Test X Add file
8 Remove All Edges | B Save File reresr . R = | Po w1

~e@a B

If the disconnection is restored, the backup line segment that has been
disconnected or activated will be displayed in yellow by default.

Topology View  HostMonitor  CyberSIEM e

Test x Add file
B Remove All Edges | B Save File Refresh m Edit Po [H

ORing Industrial Networking Corp.. ..o, 28



ORing

Open-Vision Pro User’s Manual

Clicking the notification icon will expand the list of disconnection events. You
need to confirm the abnormal line segment before you can change the line
segment from yellow Color (Once disconnected and now restored) Return to
the original normal line segment color (default is black)

Topology View  HostMonitor  CyberSIEM e

Test X Add file
W Remove All Edges | i Save File Refresh | m Pf [H

192.168.3.161 [master]

192 1683 150 192 1683152

For abnormal line segments, click the check icon to confirm the disconnection
event.

A Disconnection Event
Q, search...

192.168.3.152 [null] <> 192.168.3.151 Ia

192.168.3.151 [1] <= 192.168.3.150[7] @

ORIing Industrial Networking CoOrp.........cuiuie e 29
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After opening, you can view the currently unconfirmed historical disconnection
events. Click Check All to confirm.

A Disconnection Event

192.168.3.152 [null] <-> 192.168.3.151 @

192.168.3.151 [1] <=-> 192.168.3.150 [7] @

New Event History Event

[2024-07-31 14:03:08] -> disconnect

Close | Check All

As long as the unconfirmed disconnection event of the line segment is cleared,
the line segment will return to its normal color.

A Disconnection Event
Q, search...

192.168.3.151 [1] <> 192.168.3.150[7] @

ORIing Industrial Networking CoOrp.........cuiuie e 30
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2.6 Traffic Monitor

Monitor the traffic status of scanned device ports
First open a project in Topology. Traffic Monitor will capture all devices bound
to the opened project.

v B Open Vision Pro X ar — O s
&« c [ Motsecure  Bps://localhost:5000/web/#/to... % m aQ ¥ b D .i. o
Topology View Traffic Monitor CyberSIEM Host Monitor Commander n 9

Add file oring X

192.168.10.1

-

Switch to Traffic Monitor and you can see that the device just mapped has
been captured and the port traffic is tracked.

ORing Industrial Networking Corp.. ..o, 31
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Topology View

CyberSIEM Host Monitor Commander " o

B A& Main
B8 LT Devices Types (1)
B = 1.3.6.1.4.1.25972.100.0.0.250 (1)
#44 1.3.6.1.4.1.25972.100.0.0.250 (192.168.10.1)

RealTime Traffic History Setting

0.56 Kbps 0 Kbps
Input Rate Output Rate Input High Alarm Output High Alarm
port11

8 kbps

6 ibps

4 ks

2kbps

Kbps - > alemo
03323 103325 3%10 33313 10:33:35

Port color and status
® Green: Connecting

® Gray: Not connected
® Red: Port is locked

Topology View CyberSIEM Host Monitor Commander N e

B2 & Main
B LT Devices Types (1)
B = 1.3.6.1.4.1.25972.100.0.0.250 (1)
44 1.3.6.1.4.1.25972.100.0.0.250 (192.168.10.1)

RealTime Traffic History Setting

0.56 Kbps 0 Kbps
Input Rate Output Rate Input High Alarm Output High Alarm

portii

Bkbps

& kops

(G kbps - - — — = Alarm 0 ®

ORing Industrial Networking Corp..... ... 32
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RealTime Traffic
Click on the specified port, and the (Realtime, History) information below will

also be displayed based on the port. RealTime is that
time flow presentation

Topology View CyberSIEM  HostMonitor  Commander

2 & Main
B LT Devices Types (1)
B = 1.3.6.1.4.1.25972.100.0.0.250 (1)
444 1.3.6.1.4.1.25972.100.0.0.250 (192.168.10.1)

Real Time Traffic History Setting
0.56 Kbps 0 Kbps
Input Rate Output Rate Input High Alarm Output High Alarm
portii
akbps
kbps
Akbps
2kbps
——
o o Alarm O
10 30 10:33:3

History

The History page can be used to query the traffic record history of the current

specified port.

-

Topology View  Traffic Monitor ~ CyberSIEM  HostMonitor  Commander

& A Man
B LT Devices Types (1)
8 = 1.3.6.1.4.1.25972.100.0.0.250 (1)
#4 1.3.6.1.4.1.25972.100.0.0.250 (192.168.10.1)

m—— e P
| Qs 10 recons [ |

L
Notes: if want get history log , need enable “Record Traffic “ first .

Topology View Traffic Monitor CyberSIEM Host Monitor Commander
2 & Main SIEM About System Config ~ Topology Config La  Account
B LT Devices Types (1)
8 = 1.3.6.1.4.1.25972.100.0.0.250 (1) Version Info . . l o License
#4 1.3.6.1.4.1.25972.100.0.0.250 (192.168.10.1) - AppVersion:  v5.1.1 ™ _Model

Record Setting

RECORD TRAFFIC ENABLE

1 Export Prd

*  ImportFile

RealTime RECORD SYSTEM ENABLE & Logout
~ RECORD EXPIRED
‘ 60 DAY ‘
0Kl 0 Kbps
Inpu Lrm Outpunt High Alarm
portl

1kbp L]

ORing Industrial Networking Corp
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Setting (alarm)
This page can setting traffic alarm value , if traffic flow over this value
Open vision will sent alarm log

Topology View  Traffic Monitor ~ CyberSIEM Host Moniter ~ Commander ‘." e
o & Main RealTime Traffic History Setting
B Lt Devices Types (1)
8 = 1.3.6.1.41.25572.100.0.0.250 (1) Port 1 Alarm: [ Input 0 Kbps /[ Output 0 Kbps
#4 1.36.1.41.25572.100.0.0.250 (192.168.10.1) Port2 Alarm: [J Input 0 Kbps / [J Ouput 0 Kbps
Port3 Alarm: [] Input 0 Kbps / [] Output

Port4 Alarm: [ Input 0 Kbps / [J Output

Port 5 Alarm: [] Input 0 Kbps / [ Output

posam: Qpa 0 ks /Qosm 0

s Qo 0 ks /O 0w O kees

Port 8 Alarm: [] Input 0 Kbps / [J Output O Kbps

Port9 Alarm: [ Input 0 Kbes /(] Oupwt O Kbps

Port 10 Alarm: [ Input 0 Kbps [ [J Output 0 Kbps

Port 11 Alarm: [ Input 1 Kops / [ Output 1— Kbps

Port 12 Alarm: [ Input 0 Kbps / [J Output Kbps

Port13 Alarm: [ Input 0 Kbps [ [] Ouput 0 Kbps o
Port 14 Alarm: ] Input D Kbps 7 [J Output U Kbps

Notifications

[2025-09-23 10:55:00] 192.168.10.1

[2025-09-23 10:55:00] 192.168.10.1

[2025-09-23 10:54:00] 192.168.10.1

[2025-09-23 10:54:00] 192.168.10.1

[2025-09-23 10:53:00] 192.168.10.1
[2025-09-23 10:53:00] 192.168.10.1

Confirmed events will be recorded in System Log

4D System Log

W Clear Log | (1) Export as CSV

Q, Search Search., A i

Date Target Type  description Severity  status

2024-09-09 12:08:37 1921683150 edge 26_192,168,3.150_17258 54880046 _excesd_alarm_192.16... narmal check_notification
2024-00-00 12:08:37  192.168.5.150 edge  25_192.168.3.150_1725854880045_exceed_alarm_19216.  normal check_notification
20240905 12:08:37  192.168.3.150 edge  24_192.168.3.150_1725854820047_exceed_alarm_192.16..  normal check_notification
202409-0912:08:37  192.168.3.150 edge  23_192.168.3.150_1725854820046_exceed_alarm_192.16..  normal check_notification
2024-09-09 1208:37  192.168.3.150 edge  22_192.168.3.150_1725854760037_exceed_alarm_192.16..  nomal check_notification
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2.7 CyberSIEM

Provide information security-related system records, queries, and operations
that match designated equipment

Topology View  HostMoniir  CyberSIEM e
DIt Auto Refresh a Search r X
@ LT Devices Types (4) Dt SrePort Attack Wessage Sevarity Bastinaticn Action Datal
@ IBS-916RGP (1)
O = IGFS-50426P-24V (1) 20240815 40488 test_botnet Batnet CAC Communicatisn, high 2241418577 @
8 o IGPSH08GR-LA (1)
= IGPS-91634DGP+ (1 20240815 50000 test_atiack high 224.14185.77 o
20240814 e test betnet BIENCAC ComvmUAIEaTion. high s T (o]
P— — N— igh T e
202408-14 49440 test_botnet Bainet CAC Communication high 2241418577 Oplions @
20280814 soco0 test_attack high 241418577 options Lo

Search Tool bar

® Auto Refresh : When enabled, the form can be refreshed automatically at
regular intervals.

® Option : Provides various query parameters

Topology Wiew Host Monitor CyberSIEM

& # Main I Auto Refresh {1 I Q, Search 3 Dev Name

& LB Devices Types (4) Date Src Port Attack Sre Port
om IGS-9168GP (1)

Attack

@ |GPS-9042GP-24V (1) 20240815 43468 test_botnet | Cofmunication.
Message
= IGPS-0084GP-LA (1)
Severity
O o= IGPS-91644DGP+ (1) 2024-08-15 50000 teat_attack
Destination
2024-08-14 40458 teat_botnet Action | Cofpmurication.
2024-08-14 50000 t251_attack
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Action Menu

® ACL: blacklist settings
® Monitor: monitor

® Block: Lock port

Auto Refresh () Q_ Search | Y

Date Sic Port Attack

2024-08-15 49463 fest_bainet
2024-08-15 50000 test_sttack
2024-08-14 49468 test_batnet
2024-08-14 50000 fest_attack
2024-08-14 459458 test_bainet
2024-08-14 50000 Test_slack
2024-08-14 49468 test_batnet

Detail status

Click the Detail eye icon to view detailed information about the security alert

project

Meszage Severity Destination Action
Bolnel CAC Communication, high 2241418577
high 224.141.85.77
Batnet CEC Communication. high 224.141.B5.77
high 224.141.85.77
Bainel C&C Communication high 2241418577 | options
Menitor
high 2241418577
Acl
Block
Baotnet CEC Communication. high 224.141.B5.77

Topology Wiew  Host Monilor  CyberSIEM
y ptions
o A tan auto Refresh @) [ & Search T
B L& Devices Types (4) Dale $rc Port Attack Message Severlly Destination Action Detail
B = 165-91686P (1)
B o IGPS-9042GP-24V (1) 20240915 3468 test ootnet Botnet CAC Communication high 7241418577 o]
B o IGPS-9024GP-LA (1)
B o» IGPS-O1644DCP+ (1) 20240815 sa000 test.atiack high 2241418577 @
20240814 49468 test batnet BoINEt CAC Communication nigh 2241418577 (]
20240914 50000 Test_atiack nigh 224.141.85.77 @
20240814 45468 test boinet Boinet &G Gommunieation. high 224.14188.77 E
20240814 50000 test anack high 201019577 [ options | @
e e Retnat R S in SETE ] antinne o

Detail info as below :

B Dev info
Date 2024-08-14
Time 18:01:06
Devid
DevMamse
EventTime 1723620665740245500 & Destinatien
17 +0200 DstiP 2241418577
_ DstCountry Reserved
2 'ZL['_'D” 4 Dstintf exterma
etion plected DstintfRole lan
PolicylD 0
PolUUID B Severity
PolicyType utm Lewal warming
Crscore 50
B Resource P
Cration 1
SrclP 168.10.199.186 ~ .

) Crlevel critica
frnl’:nllmr_.l .Inlrrfrl F;rmraf Allack test_hotnet
Srcintf internal s AllackiD 12345
srcintfRola undeafined
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2.8 Host Monitor

The Host Monitor function polls the corresponding IP address using ICMP
pings at regular intervals to monitor whether the device is online or offline.
When the device status changes, relevant information is generated and
recorded.

Monitor Panel Description:

The Monitor screen is the main function of the Host Monitor function to perform
tests on specific IP addresses. Through the Monitor screen, you can add IP
addresses and use the Host Monitor function to monitor the status of specific
IP addresses. The total number of tests sent and the number of failures will be
recorded.

2| e

O P Status. Description Total Tests

Topology View E‘mm: Menitor  CyberSIEM  HostMonitor  Commander A e
[ e ﬁ] opons v
Failed Tests.

Online
Offline
Offline

(]
O
]
O 192.168.1.114 Online
[m] Offline
(m]
[m]

Figure 1 Monitor function panel

Above Figure 1 shows the main panel of Monitor. The following functional
description will explain the functions of the above panels to analyze the
functions and uses of each block:

1. Function switch button

The switch button can switch between the Host panel and the Message panel.
The Host panel is mainly responsible for executing the test function and
displaying information such as the status and results of the test IP. The
Message panel is mainly used to display event notifications, that is, the
information panel for recording logs.
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2. Content search function
The search function allows you to search for specific content by using
keywords in a specified field.

3. Test and related content display block
This area mainly displays the test IP and its binding information, and displays
the test results and IP device status and other related information.

4. Function panel block
This block is mainly a function button block. There are buttons to clear test
results or devices, as well as a "Description function" to edit the device IP.

5. Action execution related blocks

This block is mainly used for execution of kinetic energy related blocks, such
as the execution of test action buttons, adding new equipment or modifying
test settings, etc.

Message Screen Description

The Message screen is mainly used to record messages. When a specific
event occurs in the Monitor function, the Message screen will record the event,
which is also the Log recording function. Users can freely export and import
event records.

Topology View _ Traffic Monitor CyberSIEM  Host Monitor Command for . O
(1] (5]
1] (4 ) 15
(ot fWesoaon DT IJ o e
0 Time Message
(=]
[m]
[m] L
=] 5 L1
= E410:
(=] L0
0 1
[m]
(3] 4R
[m} E410:

Q-

Figure 2 Message panel description
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1. Panel switch button
This function button is mainly used to switch the display screen, allowing users
to freely switch the display screen between Monitor and Message.

2. Search function

You can specify the field you want to search through the button at the back.
After selecting it, enter the content you want to search in the input field in front.
The system will search for the data in the corresponding field according to the
input content and filter it to display.

3. Event display screen block

This block is mainly used to display the recorded event information. The
message content is divided into three items: the IP address of the event, the
time when the event occurred, and the event content.

4. Function button block

The main function buttons are mainly concentrated in this block, including the
clear event button, the export event log function, and the import event log
function.

5. Action execution function
This block is mainly used in the Monitor panel and has no direct connection
with the Message panel.
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Monitor search function

To use the Monitor search function, you must first select the field you wish to
search. Currently, the available fields are IP, Status, and Description( as below
picture box 1). Once selected, enter your search terms in the search box( as
below picture box 2). The information below will filter to only those matching
results.

......

(online)

Figure 3 Monitor search function

Monitor information display panel

The Monitor information display consists of five columns. The first column is
the IP field, which displays the IP address of the device being tracked. The
second column is the Status field, which displays the status of the
corresponding IP address. The current status is Online and Offline. The third
column is the Description field, which is used to display user-added notes. The
fourth column is the Total Tests field, which records the total number of tests
reached. The last column is the Failed Tests field, which displays the total
number of test failures for this IP address group.
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nnnnnn

nnnnnnn

P —

[3] (4] (5]

Figure 4 Information displayed in the Monitor panel

Number Field Name Description
1 P Monitored IP, all device IPs included in the
monitoring content will be listed here
Status bar, mainly displays the status of Online
2 Status ,
status and Offline status
3 Description The description field can be filled in by the user
4 Total Tests Displays the total number of tests
5 Failed Tests Record the total number of test failures
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Monitor function button block

There are three function buttons in the function block. The first button is the

Delete button, which is used to delete the selected device IP. The second
button is the Edit button, which is used to edit the Description content of the
selected device. The third button is the Clear Tests button, which is used to
clear the test results of the selected device.

[ vontor [N ﬂ X | ovons ~
v s | (’f) [y
a]- e e e e
Q[ e 3] [a]
1 °
[1]
Figure 5 Function button block description

Number Description

1 Check the device IP to be executed. You can check one or more

devices to coordinate with subsequent actions.

2 Delete button, click it to delete the selected IP

3 Edit button, click it to edit the Description of the selected device

4 Clear test button, click it to clear the test results and failure

records of the selected device
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Monitor action execution block

This section primarily focuses on action-related functions. The Start button on
the left initiates monitoring. Once started, it periodically performs an ICMP ping
test on a specified IP address. Clicking it again stops the test or reaches a
specified stop condition. Stopping the test does not clear the previous test
results.

Under the Options button are three functions: adding a device, clearing the test
history and restarting the test, and Host Monitor settings.

" Add Device

e /) |
4l——

|

Configuratio

Failed Tests

Figure 6 Host Monitor action button description

Number Description

Start execution button, click the button to start the monitoring test
function

2 Add device button, click it to add device IP through the interface

3 Retest button, click to clear all

4 Set button, click it to set up Host Monitor
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Host Monitor Settings

The Host Monitor function settings can be divided into two parts. The first part
is the Mode setting, which mainly sets the polling scheme. The other part is the
Polling settings, which sets the parameters related to polling.

Picture 7 shows the Configuration settings Mode in Host Monitor. There are
currently two modes. The first is Timer Mode, which uses the timer as the
primary mode. The user enters the desired test time and the test will stop when
the timer expires. The second is Test Count Mode, in which Host Monitor will
test the specified number of times and stop when the specified number of
times is reached.

Configuration x

Mode Polling settings

Timer

Stop after a certain period

@ Test limit Py
rounds I

100

Stop after a specified round

Reset to Default

Picture 7 Host Monitor Configuration settings Mode

Number Description

Timer test mode, a mode based on test time, will stop testing
when the test time reaches the set time

Test limit mode, which is based on the number of tests. When the
number of tests reaches the specified number, the test will stop.
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Another setting in Host Monitor's Configuration is Polling settings. Polling
settings are mainly responsible for setting various parameters of ICMP Ping,
including the interval time for each Ping and the timeout time for each Ping.

Mode Polling settings
Polling Interval (ms): 2000
—_—
Timeout (ms): 500
o
[
Reset to Default
Figure 8 Configuration Polling settings screen
Number Description

Polling Interval setting is used to set the time interval between
each polling, and the setting unit is milliseconds (ms)

The Timeout setting is used to set the timeout limit for each poll.
2 If the waiting time exceeds this value, the poll will be considered
a failure. The setting unit is milliseconds.
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Host Monitor New Device Interface Description
Host Monitor has its own device management interface. You can use the Add
Device function to add device IP addresses to Host Monitor. This basic usage

is similar to adding devices in the Topology function.

w [ s |
—Il
From ~ | To .

Search List

" Q

Add >

Device List

No Device

Page1/1 1 Page1/1 1

Figure 9 Add Device User Interface
Number Description

1 The IP field block is responsible for inputting IP functions,
providing single IP input or IP range input

p Search List block, responsible for displaying the list of IP
addresses to be added to the test

3 The Device List block is responsible for formally determining the
list of devices to be included in the Host Monitor test function
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The Add Device function works by first entering the device IP address you
want to add in the IP settings area. You can add multiple IP addresses by
specifying a range or a single IP address. The results will be displayed in the
Search List area. Then, in the Search List area, select the devices you want to
add to the test list. Once selected, click the Add button to move the selected |IP
addresses to the Device List screen. After confirming that the IP address you
want to test is correct, click the Submit button to officially add the test IP to
Host Monitor.

Add Device X
From ~ | To Add All
Search List \ Device List
~ E—— s ——— A
v a I . a

192.168.10.66 Added success b 192.168.10.66 X

Page1/1 1 Page1/1 1

Cancel m

Figure 10 Add Device operation process

Number Description
Enter the device you want to search for. You can add it to the list
1 by entering a single IP or entering the IP range you want to
search for.

The search list contains the IP addresses added in the previous
2 step. In this step, select the IP addresses you wish to add to Host
Monitor.

Click the Add button to copy the devices selected in the search
list to the device list.

The IP address in the device list is the one you'll be adding to
4 Host Monitor. Once you've confirmed everything is correct, click
Submit to add the IP address to Host Monitor.
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2.9 Commander

The primary function of Commander is to perform firmware upgrade and
configuration backup/restore operations for ORing standard devices (currently
limited to S12/K12 and 3000 series models).Commander supports both
single-device and multi-device operations, and can simultaneously execute
these actions on devices of different or identical models.

Commander Interface Overview

The device list displayed in Commander is mainly composed of devices
included in the Topology File.

Therefore, before using Commander, make sure that the devices already
exist in a Topology File. Devices can be stored in the same file or across
different files, but Commander cannot read from unopened files.

If a device to be managed by Commander is not yet present in an existing
Topology File, the user must first create a Topology File and add the target
device(s). After that, when entering the Commander interface, all devices

from the selected Topology File will be shown.
Commander provides two display modes:
1. OID-based view

2. System Name-based view
The display mode can be switched using the toggle button at the top of the
interface. When switched to System Name mode, users can filter devices
by selecting a specific system name or by entering keywords in the search

bar.
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Topology View Traffic Monitor CyberSIEM Host Monitor Commander

"5
(o oo ) |v ) » {1
D Model ~ 2 Current status

[J] 'E-Sw-SL10M-7TX-3GC-LV(192.168.1.114) /'

D IE-SW-SL20M-BGT-12GESFP-HV(192.168.1.112)

13]

[ 'e-sw-sL26M-24TX-26GC-HV(192.168.1.111)

[ 1e-sw-sL2am-Hv(192.168.1.117) #

4]

Figure 1: Commander Interface Overview

Number Description

1 Toggle button: Switches between OID-based and System
Name-based device lists.

p Model filter button: Available only in System Name view. Used to
filter and display devices of a specific model.

3 Device list area: Displays all selectable devices.

4 Search bar: Allows entering keywords for quick device search.

5 Search field selector: Defines which column to search against.
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Before executing any Commander actions, device-related settings must be
configured.

« Individual device settings can be modified via the edit button next to
each device.

« Batch settings can be applied using the Apply Settings button at the
top.
A\ Note: The Apply Settings option can only be used on multiple devices if
they are of the same model. If different models are selected simultaneously,

this function will be disabled.

Figure 2: Commander Settings Overview

Number Description

1 Individual setting button: Configure settings for a single device.

Apply Settings button: Allows batch configuration of multiple
2 devices (only available if all selected devices are the same
model).
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Firmware Upgrade Function

To use the Firmware Upgrade function, the following parameters must be
configured:

e Transmission protocol
o Host server IP address
e Firmware file

Currently (version 5.1.1), Commander only supports TFTP as the
transmission protocol, Therefore:

1. Select TFTP as the protocol.
2. Enter the TFTP server IP address.
3. Choose the firmware file to be uploaded.

Since Open Vision Pro does not include a built-in TFTP service, users must
set up an external TFTP server

Once the settings are completed, clicking Action — Firmware Upgrade will

show a confirmation dialog. Two display modes are available:

« Simplified View: Displays only basic information, with tooltips
providing extra details.

o Detailed View: Displays all relevant information.

After verifying correctness, click Confirm to execute.

Topology View  TrafficMonitor  CyberSIEM  Host Montor  Commander * @

o ) v XN O 2 s | s
B Model ~ Current status Job. Protocol Host Version

2 e - TN -

i

[ ESWSIMIST1IGESFP NS 1681112) o [ Prtocol . ol ] s KetnalK12.91 Software V1.33¢

[] ESWSL20M2ATX26CHY(1921861111) 7 s J [r‘ > 2 ML Kemel K12.91 Software V1.3 ¢

O Eswszamuvinz168117) ide Firmware upgrade file =] } -3 192.160.1.69 Kemel K12.91 Saftware V1.33.c

Restore path (aa}

Figure 3: Firmware Upgrade Setting Screen
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Number Description

1 Transmission protocol (only TFTP supported)

2 TFTP server IP

3 Firmware file selection

13

Figure 4: Firmware Upgrade — Simplified Info Panel

Number Description

1 Info tooltip: Hover to display additional device details.

Panel toggle button: Switch between simplified and detailed
views.

2
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Firmware Upgrade X

=qm
System Name Host IP Firmware upgrade file
192.168.1.114 192.168.1.66 IE-SW-SL10M-7TX-3GC-LV_v114.bin

Are you sure want to upgrade ?

Figure 5: Firmware Upgrade — Detailed Info Panel

Number Description

1 Device IP

2 Server IP(TFTP)

3 Firmware file

4 Panel toggle button

Execution states include:

Status States
Pending Waiting in queue
Running Currently executing
Success Completed successfully
Failed Execution failed

A\ After completion, devices must be rebooted to finalize the firmware update.
Selected devices can be rebooted via the Reboot button.
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Configuration Backup Function

To use the Configuration Backup function, configure the following:

»  Transmission protocol (currently only TFTP)

* Host server IP address

A File name does not need to be specified manually. Commander
automatically generates the backup file name as: systemName_ip_time.cfg

where systemName is the device’s system name, ip is the device’s IP, and time
is the timestamp. As with firmware upgrade, users must set up an external
TFTP server.

Pernen
"y

i
WLIN 188

Figure 6: Configuration Backup Setting Screen

Number Description

1 Transmission protocol (TFTP only)

2 TFTP server IP

Before execution, Commander displays a confirmation panel with both
simplified and detailed views.
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00 T SO0 AV, W2, 1114 IR0 T oy

8

Are o ware want 10 backup ¥

Cowe”) TN

Figure 7: Backup Detailed Confirmation View

Number Description

1 Device IP

2 Server IP

3 Backup file name

4 Panel toggle button
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Config Backup X

v

Host IP: 192.168.1.66

Backup Path: IE-SW-

1.3.6.1.4.1.38187.4.133(192.168.1.114, O EELLUZAR SISy
LV_192_168_1_114_20250724090
234.cfg

Are you sure want to backup ?

[Cancal ]

Figure 8: Backup Simplified Confirmation View
Execution states are the same as firmware upgrade (Pending, Running,
Success, Failed).

Confiquration Restore Function

To use the Configuration Restore function, configure the following:
«  Transmission protocol (currently only TFTP)

+  Host server IP address

«  Configuration file to restore

As with the other functions, users must prepare an external TFTP server.

Topology View  Traffic Monltor  CybarSIEM  Host Monitor  Commander » e
a - I T
B Model ~ E} Cureat states Job Protocel Host Versien
B s . TS o
[0 EswsLaameaT 1 ZGEsFP HWIR.106.0.112) ne " ’frt' = [ l TR Ketnel K12.97 Somware V1,330
[ eovammumnzmchvimiain / e ‘ \ oy [ L_. 2 s Kemat 12,91 Somware V1. 31

ESWSLAMM .
o emInn 4 Fimware upgrade file o w1140 Kernct X12.91 Sestwars V1320

Restore patn o —t E— 3

Figure 9: Configuration Restore Setting Screen
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Number Description

1 Transmission protocol (TFTP only)

2 TFTP server IP

3 Configuration file to restore

Before execution, Commander displays a confirmation screen with both
simplified and detailed views.

f

Are you sure want to restore ?

ECTRE oo ]

Figure 10: Restore Detailed Confirmation View

Number Description

1 Device IP

2 Server IP(TFTP)

3 Configuration file name

4 Panel toggle button
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Config Restore X

Host IP: 192.168.1.66
1.3.6.1.4.1.38187.4.133(192.168.1.114) {D Restore Path: SL10M.cfg

Are you sure want to restore ?

Figure 11: Restore Simplified View

Execution states: Pending, Running, Success, Failed.

A\ After restoration, devices must be rebooted for the configuration to take
effect. Selected devices can be rebooted via the Reboot button.
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System Configuration

3.1 System Setting

System settings mainly include: System Config, About and SIEM Page
Open the system settings window, as shown below

&+ Account

o= License

II™m Model

(» Logout

Setting interface :

SIEM About System Config

Version Info

- hpp Version: v1.52
- Bervice Version:  v1.5.5

Record Setting
[J RECORD TRAFFIC ENABLE

RECORD SYSTEM ENABLE

RECORD EXPIRED
14 DAY
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SIEM

® Auto Drop Action : After being notified of an abnormal attack, the system
will automatically lock the abnormal port.

API Url : Enter the Fortigate device address

API Token : Enter the key for Fortigate device connection

Sync Schedule (minutes) : Set the synchronization interval

Sync Log Now : Perform data synchronization refresh immediately

SIEM About System Config

CyberSIEM
Auto Drop Action @)

Fortigate

API Url

API| Token

sync Schedule (minutes): 10

Sync Log Now Save Change
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About

® Version Info : Contains APP and service version information

® RECORD TRAFFIC ENABLE: When turned on, it can actively monitor
and record traffic information.

® RECORD SYSTEM ENABLE : After turning it on, you can record system
information and choose the number of days to keep the log.

SIEM About System Config

Version Info
- App Version: v1.5.2

- Service Version: v1.5.5
Record Setting

[[] RECORD TRAFFIC ENABLE

RECORD SYSTEM ENABLE

RECORD EXPIRED
14 DAY
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System config(Polling

® Auto Polling:

Provides adjustable topography scan interval

Provides settings for the number of Retry times when a single point scan is

abnormal.

® SNMP Parameter:

Provides basic SNMP v1/2 configuration interface

Adjustable SNMP Timeout
Trap port can be changed

Reset to default: Restore SNMP initial settings with one click

SIEM About

Auto Polling

Polling Interval (ms)

System Config

# 30000

Retry

SNMP Parameter

Read Community
public

SNMP Timeout (ms)

Write Community SNMP Version

private vac -

ﬁ 800

Trap Port: 162

Reset to default
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3.2 Account Manager

Administrators are allowed to create multiple user accounts. The accounts are
divided into three levels: Admin/Manager/User. The details are as

follows:
2
Administrator + Create account
Login i Last Active Action -.n Account
adminl 23 2024-08-1513:28:54 ra Ow LICEI'ISE
Manager ™ Model
u
sef @ Settings
T — [= Logout
Create Account
Only the Administrator with the highest authority can create Manager and user
accounts
Create Account
Login ID
Required
Password
password ® confirmPassword ®

B Generate password | [[] q7r_A*pgkm@l

Account Type
Role
User v

==
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Edit account
Click the options icon on the right side of the account you just created. You will

see the delete and reset buttons.

Account Management

Administrator + Create account

Last Active

admini23 2024-08-15 13:28:54 F 4

Manager

Testman

Reset
User

Delete

Clicking Reset will pop up the Reset Password form. After resetting, press
SAVE.

Reset Password

Login ID

Testmar

New Password

password & confirmPassword ®

| B3 Generate password I_D
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About Account Type
Admin Manager User
Create / remove account Y N N
System setting Y Y N
backup config file Y Y Y
Upload config file Y Y N
Project view Y Y Y
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3.3 SNMP V3

OPEN VISION PRO uses SNMP V2c by default for communication between
the software and the device. At the same time, SNMP VISION PRO also
supports the higher specification SNMP V3 protocol. You can follow the

instructions below to enable SNMP V3.

First setting version to V3

SIEM Abourt

System Config

Auto Polling
Polling Interval (ms)

Retry
2 -

SNMP Parameter

Read Community

public private

User Mame

default_user

Authentication ——

Dieta Encryption
{ NoAuth '7 { None

Encryption Password

SNMP Timeout (ms)

Witz Community

SNMP Version
v3

Lizer Passward

~ Encryption Protocal —,
None -

SNMP Port: 161

Reset to default

@ 1000

Trap Port: 162
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Define SNMP V3, User name / password and Encryption Protocol .

SIEM About System Config

Auto Polling
Polling Interval (ms)

SNMP Parameter

Read Community Witz Community

public private

User Name

default_user

i

i

Encryption Password

SHMP Timeout (ms)
ﬁ 1000

SNMP Port: 161

[ Reset to default
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The managed device also needs to enable SNMP V3 and import the same
configuration.

Enablzd
SMMF w3
public
Redundancy private
VLAN 800007=501 7000001
SNMFP
E System
Trap
Communilies

Ot
Port Sefting

800007=5017f000001  default_user NoAuth, NoPriv
800007250171000001 james Auth, Priv
BO000725017f000001 Jaoger Auth, Priv
80000725017f000001 jagaer2 Auth, Priv

e i Ercry | | save | Reset

public default_ro_group |

private default_rw_group |

public default_ro_group |

private default_rw_group |
default_user default_rw_group |

default_user [ default_rw_group

default_user

Add New Entry

james
jaoger
jaoger2
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3.4 Adding new equipment to current project

OPEN VISION Pro supports adding new equipment to existing projects,
making project planning more flexible. The detailed settings are as follows:

Add Device

Allows users to add a single device

Topology View Host Monitor CyberSIEM

TEST X Add file

& Remove All Edges | @ Save File [ + AddDevice || [ + AddEdge | | Refresh | (SR Edt | A
192 168.10.1 192.168.10.2
-~ @ QM M
New Device
IP
192.168.1.1 Assign Modal | auto -

SNMP Enable ICMP Enable

SNMP Version | v1 - SNMP Port 161
Read Community Write Community
public private

Add Device
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Add Edge

Allow users to add new connections

Topology View Host Monitor CyberSIEM

TEST x Add file

# Remove All Edges | @ Save File + Add Device + Add Edge Refresh m Edit | |
192.168.10.1 192.168.10.2 .
-~ @ Q M
New Edge
From
From Ip
192.168.1.1 Port 1
To
Tolp
192.168.1.2 Port 1

Add Edge
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3.5 Model Manager

Allow users, devices that already exist in the project, detail setting as below .

Click on the avatar in the upper right corner of the home screen > Settings

o

2+ Account

o= License

24 oetlngs

(= Logout

Enter the model name you want to add and click Add to add a new item.

Model Management < K

Model ID Image Action

1G5-9168GP m
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Confirm the model project you just added in the list and click the Image icon to
change the image.

Model Management X

Maodel

Model ID Image Action
ICS-9168CP m
IGPS-9042GP-24V ﬂ 8

You can also click the trash can on the right to delete the item

Model Management X

Maodel
Model 1D Image Action
IGS-9168GP m
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